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A Data Protection guide to the

use of marketing data

In view of recent ICO enforcement action, Dr Nathalie Moreno of Lewis Silkin LLP
explains how the rules under the DP Act, PECR, GDPR and DMA Code affect companies’

direct marketing operations.

his data protection guide serves
as a tool for marketers facing a
plethora of evolving laws and
guidelines on the processing of per-
sonal data. With the EU General data
Protection Regulation (GDPR) due to
come into force in 2018, it is important
that advertisers and marketers prepare
themselves and ensure that their mar-
keting practices are forward-looking
and compliant.
In this article, we aim to address the
following issues:
e Whatis direct marketing?
e How can the data be used?
e  What cannot be done?
e What happens when it goes wrong?

WHAT IS DIRECT MARKETING?
Direct marketing is defined under the
Data Protection Act 1998 (DP Act)
and the Privacy and Electronic Com-
munications (EC Directive) Regula-
tions 2003 (PECR) as:
1. The communication (by whatever
means) ....
2. of any advertising or marketing
material....
3. which is directed to particular
individuals.
The definition is broad and can
include (but is not limited to) phone

emails, even where the primary pur-
pose of the call or email was not for
marketing.

The third part of the definition is
crucial in that it must be targeted at
particular individuals, for example by
name or email. Blanket marketing such
as distribution of leaflets on a high
street, will therefore, not be covered.

Market research: The direct mar-
keting rules do not apply to market
research. However, any personal data
gathered for market research purposes
must be processed fairly, securely and
only for research purposes. The
market research must be genuine, and
not used as a cover to sell goods or
services or collect data for marketing
purposes.

The DMA (Direct Marketing
Association) Code also requires that
when members collect personal infor-
mation for the purposes of research or
a survey and also intend to use this
information for any other purpose,
such as to market to consumers, they
must make this conspicuously clear.
They must not misrepresent them-
selves as carrying out research or a
survey when the real purpose of the
contact is to sell goods or services, or
to solicit donations.

The GDPR requires that consent is unambiguous
and contains a statement or
clear affirmative action.

calls, emails, online marketing and
texts, and applies even where the main
purpose of the communication is not
marketing. It covers both commercial
and non-commercial marketing mate-
rial including promoting the aims of
non-profit organisations, political par-
ties as well as incidental marketing or
advertising such as offering other
products or services on phone calls or

HOW CAN THE DATA BE USED?
There are several categories of market-
ing which have different rules.

Solicited marketing: There is no
restriction on communication of mar-
keting where an individual has specifi-
cally requested the marketing material.
However, the communication must
only be in relation to the specific
request.

Unsolicited marketing: The Pri-
vacy and Electronic Communications
Regulations (PECR) applies and there-
fore if an organisation sends any mes-
sage to a customer which has not been
actively requested (even if they have
“opted-in” to receive the messages) the
organisation must state who they are,
provide contact details to enable the
individual to opt out of the marketing
and allow their number to be displayed
to the person receiving the call. Gener-
ally speaking, consent is also required,
as outlined below.

Consent: According to the DP Act,
consent must be:

1. Freely given -
should not coerce or improperly

organisations

incentivise individuals to consent to
marketing, or penalise those who
do not give consent.

2. Specific — if the marketing sent to
the individual has not been specifi-
cally requested, this will be seen as
unsolicited and is capable of sanc-
tion. This will be the case even
where the individual has opted-in
to marketing when the opt-in
request is not sufficiently specific.
Organisations cannot share data
with group companies or third par-
ties without seeking specific con-
sent from the individual to do this.
At present, organisations should
name the class of third party with
whom they intend to share that
data. Once the GDPR comes into
force, may be
required to name the third party

organisations

specifically.

Likewise, organisations should not
use personal data sent to them by a
third party without verifying that
the third party collected the data in
accordance with the legislation set
out above and, preferably, without
verifying that the third party
notified the individual that it would
be passing their personal data to the
organisation and the purpose for
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which the organisation would use it.
3. Informed - in setting out how the
individual’s data will be used, the
notice cannot be too dense or
difficult to find; and
4. given by a positive action from the
individual; organisations cannot
assume consent from a failure to
opt-out unless this is part of
positive action.

The GDPR

consent is unambiguous and contains a

requires that that

statement or clear affirmative action. It
requires granular consent for distinct
processing operations and should be
separate from other terms and condi-
tions. It also gives a specific right for the
individual to withdraw their consent.
Organisations must inform individuals
about their right to withdraw, and offer
them easy ways to withdraw consent at
any time.

The individual must also have a
genuine choice over whether or not to
consent and should not be coerced or
unduly incentivised to consent, or be
penalised for refusing. If consent is a
condition of subscription to a service,
the organisation must demonstrate
how consent was freely given. Consent
must also be specific to the type of
marketing communication in question
and organisations must make sure that
they clearly and prominently explain
exactly what the person is agreeing to,
if this is not obvious.

Consent must be a positive expres-
sion of choice. It does not necessarily
have to be a proactive declaration of

marketing within a reasonable period.

The ICO guidance suggests in most cir-

cumstances they expect that calls, texts

or other electronic communications
should stop within 28 days of receiving
the objection, and postal communica-
tions should stop within two months.

And if the organisation can reasonably

stop sooner, it must.

Electronic marketing messages:
There is an additional PECR require-
ment for electronic marketing messages
that “the [recipient] has previously
notified the [caller or sender] that he
consents for the time being to such
communications being sent by, or at the
instigation of, the [caller or sender]”.
This requires that:

1. The recipient has notified the
sender (i.e. the organisation cannot
rely on third party or indirect con-
sent where the individual has origi-
nally given the consent to another
organisation, unless the person
intended their consent to be passed
on to the organisation undertaking
the marketing); and

2. Consent is ‘for the time being’ i.e.
ongoing as long as circumstances
remain the same, and will expire if
there is a significant change in
circumstances.

Opt-in: Where an individual has
ticked a box opting-in to future mar-
keting, the marketing is still unsolicited
and therefore PECR rules apply;
however it is likely to be lawful because
it may constitute consent under the
PECR. Opt in boxes must:

If consent is a condition of subscription to a
service, the organisation must demonstrate how
consent was freely given.

consent — for example, consent might
sometimes be given by submitting an
online form, if there was a clear and
prominent statement that this would
be taken as agreement and there was
the option to opt out. But organisa-
tions cannot assume consent from a
failure to opt out unless this is part of a
positive step such as signing up to a
service or completing a transaction.
Withdrawal of consent: If an indi-
vidual withdraws consent by notice in
writing, the organisation must stop

1. Be specific to each type of electron-
ic marketing. For example:
“Tick if you would like to receive
information about our products
and any special offers by post / by
email /by telephone / by text mes-
sage / by recorded call”.
2. Use language that is clear and easy
to understand.
The GDPR specifically bans pre-
ticked opt-in boxes.
Opt - Out: Failure to tick an opt-
out box

does not automatically

constitute consent, therefore opt-in
boxes are preferable. Where opt-out
boxes are used they should be promi-
nent, use clear language and be easy to
understand. For example:

By submitting this registration
form, you indicate your consent to
receiving email marketing messages
from us. If you do not want to receive
such messages, tick bere.

Third party and indirect consent:
ICO guidance indicates that where an
organisation is using a bought-in market-
ing list, the consent would have been
granted to another organisation and is
unlikely to be valid, particularly if the
consent was general, for example con-
senting to marketing from “selected third
parties”. Under the GDPR, the ICO sug-
gests that even specifying precise and
defined  categories
within the consent may not be sufficient

of organisations

for consent to be valid. It is best to name

the third party who will be relying on it.

The DMA Code places an obliga-
tion on members to satisfy themselves,
when buying or renting personal data,
that the data has been properly
sourced, permissioned and cleaned.

Other obligations: The DMA
Code requires members to operate and
maintain an in-house suppression file -
listing the names and contact details of
consumers who have indicated they do
not wish to receive commercial com-
munications via all or particular means
of communication. This includes recip-
ients of third-party communications
who have indicated at the first contact
that they do not want to receive further
communications.

Members must also ensure that lists
containing names and contact details
are not used for marketing purposes
unless the list has been cleaned against
the relevant preference services — Tele-
phone Preference Service (TPS), Mail-
ing Preference Service (MPS), Corpo-
rate Telephone Preference Service
(CTPS), Baby Mailing Preference Serv-
ice (BMPS), Facsimile Preference Serv-
ice (FPS) and Your Choice for unad-
dressed mail from DMA members!.

The Code requires members to
comply with four core principles:

1. Respect Privacy: This involves
taking all reasonable steps to
ensure consumers do not receive
commercial telephone calls or SMS
messages at times considered to be
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antisocial. Members must screen

data to remove files of deceased

people so that they are not used for

marketing. Members must not

undertake random number or
sequential dialling, whether manu-
ally or by computer, or any number
scanning activities (any activity
designed to establish the validity of
telephone numbers).

2. Be honest and fair: Members must
also be open, transparent and hon-
est and take particular care when
dealing with children and other
vulnerable consumers. They must
clearly identify the advertiser on
any one-to-one marketing commu-
nication that they send or instigate
and must provide caller line identi-
fication, to which a return call can
be made, whenever they undertake
any outbound calls. They must also
provide a valid address on any mar-

through

which the consumer can opt out of

keting communication,
future communications.

Members must not send goods or

provide services for which payment

is requested to any consumer with-
out first having received an instruc-
tion to supply such goods or serv-
ices and must not demand that any
consumer either pay for or return
unsolicited products, except for
substitute products. Members must
not adopt high-pressure selling
techniques in the course of any con-
tact with any consumer or business.
3. Be diligent with data: The DMA

Code requires compliance with the
DP Act and PECR but reinforces
this point by explaining that when
collecting personal data, either on
or off line, to be subsequently used
for one-to-one marketing purpos-
es, members must do all of the
following:

e Clearly identify themselves or the
party collecting the data;

e Specify the purpose for which this
personal data is to be used — unless
this is obvious from the context or
the consumer already knows; and

e Identify any further information
necessary to enable the processing
to be fair.

Any personal data collected should

be adequate, relevant and not

excessive for the purpose for which
it has been collected. Personal data

should be accurate and up to date
and should not be kept for longer
than necessary for the purpose for
which it has been collected.

Members should ensure that they
have appropriate technical and
organisational measures to ensure
data is not processed unlawfully or
without authority and is protected
from accidental loss, destruction or
damage. If they transfer personal
data outside the Furopean Eco-
(EEA),

adequate levels of protection for the

nomic Area there are

rights of the consumer.
Where a member acts as a data
processor and collects data on
behalf of a data controller, this must
be carried out under contract.
Members must not use ‘sensitive’
personal data for marketing pur-
poses without the explicit consent
of the consumer concerned.

4. Take responsibility: Members must
act decently, fairly and reasonably,
fulfilling their contractual obligations
at all times. Members acting as an
agency or supplier for a non-mem-
ber’s one-to-one marketing activity
must advise the non-member to act
within the Code. If the non-member
client does not take that advice, the
member must insist as a condition of
acting for the non-member that the
Code is followed in respect of all rel-
evant work. Where members sub-
contract work to non-DMA mem-
bers, they must ensure that the con-
tractor complies with the Code in
respect of the sub-contracted work —
and must accept responsibility for
the consequences of non-compliance
by the contractor.

Members must maintain adequate
records to demonstrate compliance
with the Code — and must maintain
an adequate system of monitoring
and audit. Failure to accept such rec-
ommendations may result in a refer-
ral to the Direct Marketing Commis-
sion (DMC) for adjudication and,
where such adjudication is negative,
to sanctions for a breach of the Code.

WHAT CANNOT BE DONE?

Organisations must not market to indi-

viduals without consent (see above).
They also must not:

® Market to individuals unnecessar-
ily. What is “necessary” is defined

narrowly in the DP Act and is
rarely applicable;

e Market when not within the legiti-
mate interests of the company.
Broadly, an interest will be legiti-
mate where it is lawful, clearly
articulated and a real and present
interest;

e Avoid direct marketing rules by
framing the correspondence as
market research when in fact their
intention is to sell goods or services
or collect data to be used for mar-
keting purposes at a later date;

e Email or text an individual to seek
consent to future marketing mes-
sages. This in itself is sent for the
purposes of direct marketing, and is
therefore subject to the legislation
set out above.

WHAT HAPPENS WHEN IT GOES
WRONG?

The ICO is responsible for enforce-
ment of the DP Act and PECR and has
the power to take enforcement action
when direct marketing legislation has
been breached. At present, the ICO
can:

Notice
requiring organisations to remedy a

e issue an Enforcement
breach (note that failure to respond
to this notice is a criminal offence);

® issue monetary fines of up to
£500,000 for serious breaches.

Once the GDPR comes into force,
these fines could increase up to €20
million or 4% of global annual
turnover of a business, whichever is
higher. As such, and given the fact that
the ICO is increasingly issuing fines
after receiving one isolated complaint
from a member of the public, organisa-
tions should ensure that they are acting
in compliance with all current and
future data protection legislation.

In two recent decisions, set out
below, two well-known companies
were hit with hefty fines in attempting
to align their marketing practices with
the upcoming legislation.

e Flybe was fined £70,000 for sending
over 3.3 million emails to individu-
als who had told them they did not
want to receive marketing emails
from the company. The email asked
recipients to check that the details
held by Flybe were correct and that
any marketing preferences were

updated.
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e Honda was fined £13,000 for send-
ing an email to over 280,000 indi-
viduals intending to clarify the
marketing preferences of recipi-
ents. Honda argued that these
emails were customer service

emails helping them to comply

with data protection legislation.

However the company could not

demonstrate that the recipients had

ever consented to receiving this

type of email.

The ICO has recognised that organ-
isations will be reviewing their market-
ing practices in preparation for stricter
regulation under the GDPR. However
Steve Eckersley, Head of Enforcement
at the ICO warned that “businesses
must understand they can’t break one
law to get ready for another”.

Dr Nathalie Moreno is a Partner at Lewis
Silkin LLP (Technology, Commercial and
Data Privacy).

Email: INathalie.Moreno@lewissilkin.com|
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|ICO issues GDPR draft guidance on contracts

The ICO’s document, published on 13
September and currently open for con-
sultation, explains contracts and liabili-
ties between controllers and processors
under the GDPR. The ICO says that
contracts must state details of the pro-
cessing, such as the nature and purpose
of the processing, the type of personal
data and categories of data subject, and
must also set out the processor’s obliga-
tions. This includes the standards the
processor must meet when processing
personal data and the permissions it
needs from the controller in relation to
the processing.

In the future, standard contract
clauses may be provided by the Euro-
pean Commission or the ICO, and may
form part of certification schemes.

However, at the moment no standard
clauses have been drafted.

“Data controllers are ultimately
responsible for ensuring that personal
data is processed in accordance with the
GDPR. This means that, regardless of
your use of a processor, you may be
subject to any of the corrective measures
and sanctions set out in GDPR. These
include orders to bring processing into
compliance, claims for compensation
from a data subject and administrative
fines. Further guidance on sanctions and
corrective measures under the GDPR
will be issued in due course.”

“Unless you can prove that you
were ‘not in any way responsible for the
event giving rise to the damage’, you
will be fully liable for any damage

caused by non-compliant processing,
regardless of your use of a processor.”

Processors can also be held liable
under Article 82 to pay compensation
for the damage caused by processing if
they have failed to comply with the
GDPR provisions specifically relating
to processors, or if they have acted
without the lawful instructions of the
controller, or against those instructions.

The consultation ends on 10 Octo-
ber. The ICO intends to publish the
final version of the guidance later in
2017.

ICO: GDPR means no change in appetite for fining

The government’s statement of intent
in August to legislate in GDPR-style
also confirmed GDPR-level fines, but
the Information Commissioner, Eliza-
beth Denham, says that maximum fines
will not become the norm.

Writing in a blog, Denham states
that issuing fines has always been, and
will continue to be, a last resort: “We
have never invoked our maximum
powers. Predictions of massive fines
under the GDPR that simply scale up

penalties we’ve issued under the Data
Protection Act are nonsense.”

Denham says that the ICO intends
to use new GDPR powers proportion-
ately and judiciously.

“Like the DP Act, the GDPR gives
us a suite of sanctions to help organi-
sations comply — warnings, repri-
mands, corrective orders. While these
will not hit organisations in the
pocket — their reputations will suffer a
significant blow.”

Commenting on the government’s
plans, Denham said: “We are pleased
the government recognises the impor-
tance of data protection, its central role
in increasing trust and confidence in
the digital economy and the benefits
the enhanced protections will bring to
the public.”

o See Elizabeth Denham’s blog at

Charities’ attitudes vary on cyber security

A recent study commissioned by the
Department for Digital Culture, Media
and Sport (DCMS) reveals that chari-
ties” attitudes to cyber security range
from regarding it as a serious issue to
considering it an unaffordable luxury.

According to the authors of the
report, there is a need for basic aware-
ness-raising among staff and trustees, and
training of those responsible for cyber
security. The Ipsos MORI research is
based on 30 in-depth interviews.
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The future of data protection law
and enforcement in light of Brexit

In the summer, the government expressed its thoughts about the
UK’s future DP law. Nicola Fulford and Gemma Lockyer of
Kemp Little LLP look at the derogations from the GDPR.

n 23 June 2016, the United
Kingdom voted to leave the
European Union and whilst

that leaves us in a period of uncer-
tainty in many respects, we have
received some guidance as to where
the UK’s data protection law and
strategy is going. On 7 August 2017

the Department for Digital, Culture,
Media and Sport published their
statement of intent for the planned
reforms that will form the new Data
Protection Bill (Statement of Intent).
The Data Protection Bill will bring

Continuned on p.3

Woodland Trust turns over a
new leaf in collecting consent

The charity reviewed the design and presentation of opt-in to
ensure increased and better quality consent. By Laura Linkomies.

oodland Trust, a charity
with over 500,000 mem-
bers and supporters and

more than 1,000 sites (woods) all over
the UK, had previously presented
consent statements as an “obliga-
tory”tick box — just like many others.
In May last year, the organisation
decided to re-think its strategy. It was

felt that a new, tailored consent
wording, written from an appealing
marketing perspective rather than
solely a legal requirement, would
serve members and supporters better.

Melanie Sallis, Head of Supporter
Marketing at  Woodland  Trust

Continuned on p.5
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Data Protection Bill introduced
in House of Lords

The government issued its statement of intent in the summer and we
now have an indication of how it intends to use the derogations
allowed for in the GDPR (p.1). As we go to print, we now have a DP
Bill (p.6) but one of the sticking points with regard to data transfers
abroad will be the Investigatory Powers Act. Will the UK be seen as
adequate? Remember that Jersey, Guernsey and the Isle of Man have
based their legislation on the current UK DP Act and all of them have
obtained an adequacy decision. A further point is that the govern-
ment’s paper (p.7) states “The UK’s data protection standards will
remain fully aligned with the revised Convention 108.” However, the
UK has not ratified the Additional Protocol, dated 2001.

Whilst organisations are waiting for more guidance in several areas,
data security is something that can be addressed now. The GDPR
helpfully provides guidance on how organisations can address security
issues “appropriate to the risk”. These measures include pseudonymi-
sation and encryption. But, as Paul Maskell of Bluelightsdigital told
the Data Protection Forum last week, it is important to present GDPR
as an opportunity and frame it positively. Read on pp. 19-20 about a
company where privacy compliance is expanding from being a legal
Issue to a governance one.

A DPO appointment may not be mandatory but those who need to
appoint one will have several aspects to consider (pp. 8-10). Sometimes,
a risk assessment is needed to establish whether a DPO is needed.
Another GDPR issue that is still problematic is seeking consent and
documenting it properly. Read on p. 1 how Woodland Trust revamped
its processes around consent to make sure individuals are aware what
they are consenting to. Further on this topic, read on p.15 tips on using
data within the law when conducting marketing campaigns.

We are also pleased to bring you insights into the win-win benefits of
embracing an FOI culture in Buckinghamshire (pp.21-23). If you
would like to be interviewed about how your company is preparing

tor the GDPR or complies with the current law, please contact me at
laura@privacylaws.com

Last but not least, read about the pros and cons of personal data stores
— individuals "taking back control” (pp. 11-12).

Laura Linkomies, Editor
PRIVACY LAWS & BUSINESS

Contribute to PL&B reports

Do you wish to contribute to PLEB UK Report? Please contact
Laura—TEimkomes; —Editor —(tel—=447 (0)20 8868 9200 or
email:|laura.linkomies@privacylaws.com) to discuss your idea, or
offer to be interviewed about your organisation’s data
protection/Freedom of Information work.
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Join the Privacy Laws & Business community

The PL& B United Kingdom Report, published six times a year, covers the Data Protection
Act 1998, the Freedom of Information Act 2000, Environmental Information Regulations
2004 and Privacy and Electronic Communications Regulations 2003.

PL&B’s United Kingdom Report will help you to:

Stay informed of data protection Learn about future government/ICO plans.

legislative developments. Understand laws, regulations, court

Learn from others’ experience and tribunal decisions and what they
through case studies and analysis. will mean to you.

Incorporate compliance solutions Be alert to future privacy and data
into your business strategy. protection law issues that will affect

your organisation’s compliance.

Included in your subscription:

1. Online search functionality 3. E-Mail Updates 5. Events Documentation
Search for the most relevant content  E-mail updates keep you regularly ~ Access UK events documentation
trom all PL& B publications and informed of the latest developments  such as Roundtables with the UK
events. You can then click straight in Data Protection, Freedom of Information Commissioner and
through from the search results into  Information and related laws. PLE B Annual International
the PDF documents. Conferences, in July, Cambridge.

4. Back Issues
2. Electronic Access Access all the PL&B UK Report 6. Helpline Enquiry Service
We will email you the PDF edition  back issues since the year 2000. Contact the PLE B team with
which you can also access via the questions such as the current status
PL& B website. You may also of legislation, and sources for specific
choose to receive one printed copy. texts. This service does not offer legal

advice or provide consultancy.

To Subscribe: \Innvnw. privacylaws.com/subscribe |

‘ ‘ | particularly like the short and concise nature of the Privacy Laws , ,
& Business Reports. | never leave home without a copy, and value
the printed copies, as | like to read them whilst on my daily train
journey into work. Steve Wright, Chief Privacy Officer, Unilever, UK
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UK & International Combined Edition £880 + VAT* Combined International and UK Editions

* VAT only applies to UK based subscribers Rest of Europe = £44, Outside Europe = £60
Multi User Access
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Satisfaction Guarantee
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